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1 O6mmue noJ1oxKenHst

Pabovas mporpamMma JHCHHIUIMHBI «be30nacHOCTh ONepaoHHBIX CHCTEM) COCTaBlIeHa
B COOTBETCTBHH C TpeOOBaHHUSMHU (eepaibHOro rocyJIapcTBEHHOro 00pa3oBaTENbHOIO CTaH-
JapTa, yTBEpPIKAECHHOTO MpHKa3oM MHHUCTEPCTBA HAYKH M BhIciiero oGpasosanus Poccuiickoit
Genepanun Ne 1457 ot 26.11.2020, 1 ocHOBHOH npodeccroHaIbHONH 00pa3oBaTeNbHOM Tpo-
rpaMMBbl [OATOTOBKH «AHanu3 0e300aCHOCTH HH(OPMALMOHHBIX CHCTEM» 10 CICHUAILHOCTH
10.05.03 "UrdopmannonHtas Ge30macHOCTh aBTOMaTH3HPOBAHHBIX cHCTEM",

IIpakTrdeckas MOJroTOBKA pealu3yeTcsi Ha OCHOBE:

IIpodeccHoHAIBHBL CTAHIAPT YTBEPHKISHHOT0 IPUKa30M MUHHCTEPCTBA TPY/Ia U COLH-
albHOM 3amuThl 0T 15 cenTsaOpsa 2016 roma N 522u Ne843 "Cnenumanuct no 3amure HHGOpMa-
[[HH B aBTOMATHU3MPOBAHHBIX CHCTeMax'" 3aperHcTpUpOBaHHOTO B MuHuCTEpCTBE I0cTHIHK Poc-
cutickoit ®enepanuu 28 centadps 2016 rona, peructparnuonnsii N 43857, Obobimennas Tpy-
nosast pyuxims: B/03.6 Yipasnenue 3amutoi nHGOpMAaNK B aBTOMAaTH3MPOBAHHBIX CUCTEMAX.

3agaun o0yueHne CTYACHTOB yCTpoiicTBY U mpuHIunaM ¢yHkiuonuposanus OC pas-

JAUCTHHITIMHBI JTMYHOH apXUTEKTYPhl, 00yUCHNE CTYJACHTOB MPHHIIUIIAM TIOCTPOCHHUS TIOJICH-
CTEM 3allMThl B OICPALHOHHBIX CHCTEMAX PA3IHYHOM apXUTEKTYpHl, HopMH-
pPOBaHHE Y CTYJEHTOB TEOPETHYECKHX OCHOB HCIIOIb30BAHMS CPEICTB H METO-
JIOB HECAHKIIMOHAPOBAHHOIO JIOCTYIIA K PeCypcaM OIepalMOHHON CHCTEMBI.

OcHoBHbIE ApXHUTEKTypa COBPEMEHHBIX OIEPAIMOHHBIX CHCTeM. 3aluTa WH(GOpMaIHuu B

pasziesnibl / TeMBL | coppeMeHHBIX ONePAIIHOHHBIX CHCTEMAX.

JWCIMILIMHBI

2 Tlepe4yenb MIAHHPYEMbIX Pe3yJIbTATOB 00yYeHHS M0 JUCHUIIIHHE (MOTY.II0),
COOTHECEHHBIX ¢ HHIAHKATOPAMH J0CTH:KEHHH KOMIIETEHIHH

IMporece u3ydyeHns JUCIUIUTHHBL «be3011acHOCTh ONepaHOHHBIX CHCTEM) HAIPaB/IeH Ha
(dopMupoBaHHe CIEAYIONMX KomeTeHIwi B cooTBeTcTBIM ¢ PI'OC BO M ocHoBHOM 006pazosa-
TeNbHOH nporpaMmoi (Tabiuna 1):

Tabmuna 1 — KoMneTeHnnH 1 HHAXKATOPbL X JOCTHKEHHS

Kona u HaumeHOBaHKE MHauKaToOphl JOCTHKEHHS
KOMIIETEHITHH

[Tnanupyembie pe3ybTaThl
0Dy4eHHs 10 JIMCIIHTITHHE

ObmenpodeccunoHaIbHbIE

OIIK-12  CnocoGen | OITK-12.1 3maeT mpUHOMIE! I0- | 3HAET NPUHIUIBL HOCTPOCHHS U

[PUMEHSTh 3HAHUS B
obmactu Ge3onacHo-
CTH BBIYUCIHUTEIBHBIX
ceTel,  OmepaluoH-
HBIX cHcTeM H 0a3
JaHHBIX @IpH paspa-
00TKe aBTOMAaTH3UPO-
BaHHEBIX CHCTEM

cTpoeHHs W (PYHKIMOHHPOBAHUS,
[IPUMEPBl peaTH3allil COBPEMEH-
HBIX JIOKQJIBHBIX H ITIOOAIBHBIX
KOMITBIOTEPHBIX CETei, omepaiH-
OHHBIX cHcTeM H 0a3 JIAaHHBIX, OC-
HOBBI O0OecrieueHHs: WHpopMaIu-
OHHOH ©€30MaCHOCTH BBIYMCIIN-
TEJIBHBIX CETEH, OllepalliOHHBIX
crcTeM H 0a3 TaHHbBIX

(YHKIHOHHPOBAHHSI, TPHMEPHI
peai3aliy ONEePALMOHHBIX CH-
cTeMm;

OCHOBBI obecneueHus: HHGOP-
MAaIMOHHOH 0GEe30MacHOCTH OTe-
PaIMOHHBIX CHCTEM

OIIK-12.2 YMeeT npoeKTHpOBaTh
U aIMHHUCTPUPOBATHL KOMIIBIO-
TepHBIE CETH, PEaIU30BBIBATH IO~
TUTHKY ©e30MacHOCTH B CETAX
OBM, omepalMoHHBIX CHCTEMAax
H 0a3ax JaHHBIX

YMeeT aJIMHHHCTPHPOBATH, pe-
a/IM30BBIBATE  MONHTHKY Oe3-
OMAacHOCTH B  OIEPAHOHHBIX
cucTeMax

OIIK-12.3 Brnajgeer HaBbIKaMu
MOCTPOCHHSI U aJMHHUCTPHPOBA-

Biageer HaBBIKAMH aJMUHH-
CTPHPOBAHHS  ONEPAlMOHHBIX
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HESL KOMIIBIOTEPHBIX CeTei, aji- | CHCTEM ¢ yuqeTom TpeGoBaHmii
MUHHCTPHPOBAHHS  ONEPAITHOH- | MO 00eCHEeueHHIO Ge3011aCHOCTH
HBIX cHcTeM u 6a3 JaHHBIX C yde-
toMm TpeGoBaHuii no obecreve-
HuUIO 0€30TaCHOCTH

3 MecTo UCHHILTHHBI (MOY.Is) B CTPYKTYpe 00pasoBaTebHOll IporpamMmbl

JucrpmauHa(MoLy/b) «Be30nacHoCTh ONepalHOHHBIX CUCTEM) H3YHAcTCs Ha 3 Kypce B
5 cemecTpe.

JIMCLMIUTARA SIBISIETCS 5a30BOM TMCIMILIHHON, BXOJIMT B COCTAB ouioka 1 «JIMCHATIHHEI
(MOJIy/)» ¥ OTHOCHTCS K OOS3aTCIIbHBIM JIHCLHILTAHAM.

Jlist OCBOEHMS TMCIHIIIHHb] HEOOXO0/ MBI 3HAHWS, YMCHHS, HABBIKA 1 (1K) OTIBIT TIPaK-
THYECKON JeSTeTbHOCTH, CPOPMHPOBAHHBIE B TIPOIECCE H3YYEHHs IUCUMILMH / NpakThK: Ma-
(dopmMaTHKa IMKOJIBHOT0 Kypca.

3HaHWs, YMEHHS M HAaBBIKH, CHOPMHPOBAHHBIC IIPH W3YUEHMHM JMCHHMIUTHHEI
«Be30macHoCTh OIEpallMOHHBIX CHCTeM», Oy/1yT BOCTPEOOBAHBI IPH H3YUCHAN MOCIICAYIOMHX
JIMCTIAIINH 0e30macHOCTh cucTeM 0a3 TaHHBIX, aAMUHHCTPUPOBAHME DPACTIPE/CICHHBIX WH-
(opmarHOHHKIX cHcTeM, GesonacHocTh ceTelt SBM, AJIMHHUCTPHPOBAHHE CHCTEM H KOMITBIO-
TEPHBIX CEeTel, IPH MOATOTOBKE K IIPOLEype 3alUThl ¥ 3allUTe BEIILYCKHOH KBalu(HKaHOH-
HO¥ paboTEL

JlucimiuHa «Be30nacHoCTh OMEPAlMOHHBIX CHCTEM» JaCTHYHO PEaln3ycTes B (hopme
TpaKTHYECKo# MoAroToBKy. IIpakTHuecKas MOArOTOBKA OPraHH3YETCs IYTEM BBINOIHCHHA Jia-
HoparopHbIX padoT.

Jlucrummana «Be30IacHOCTh ONEpalHOHHEIX CHCTEM» B PAMKAX BOCIHTATELHOMH pabo-
THI HAMpaBJIeHa Ha (OpPMApPOBaHHE y OOYHAIOUIMXCA YMEHHS apryMEHTHPOBATE, CAMOCTOATE/ILHO
MBICITHTD, Pa3BHBaeT NPOGECCHOHATHHBIE YMCHHS, OTBETCTBEHHOCTH 3 BBINOTHCHUC yueOHO-
TIPOM3BOJICTBEHHBIX 3a/IaHHH.



4 O0beM JMCHHMILIMHEBI (MOIYJIS) B 3a4€THBIX e JHHHIAX ¢ YKA3aHHEM KOJIHYeCTBA
AKAJEMHYECKHX YACOB, BLIICJICHHBIX HA KOHTAKTHYI0 pabdoTy ofy4arommxcs ¢
npenogaBaresieM (10 BUAaM y4eOHbIX 3aHATHIA) H HA CAMOCTOSTENLHYI0 paboTy

obyuaromuxcs

O6mas TPyI0eMKOCTh (00beM) HHCLUIUIMHBI COCTABIAET 4 3aUeTHbIE eIMHUIBL, 144

aKaJICMHYCCKHX Yaca.

Pacnpenenenue o0beMa JMCHUILTHEB! (MOYJIS) MO BUjaMm y4eOHBIX 3aHATHH NpeIcTaB-

JIeHO B Tabnume 2.

Tabnuna 2 — O6beM JUCIMIIHHELL (MOIYJIs) [0 BHAAM YUeOHBIX 3aHITHH

O0BeM THCHHIIIMHBI

Bcero akagemu-

YeCKHX 4aC0B
O61mast TpYI0EMKOCTb JHCHUILIIMHbBL 144
KoHTaKTHAs ayIHTOpHAsE paboTa 00y4alomuxcd ¢ npenogagareem (1o 9%
BHIAM yueOHBIX 3aHATHIT), Beero

B Tom umce:

3aHATHS JeKIIHOHHOI0 THIA (JIEKIUH ¥ WHBIC yueOHBIE 3aHATHS, IPE/Iy-
CMATPHBAIONIKE PEMMYILECTBEHHYIO TIepeiady yueGHoH nHOpMAaIHy Iie- 32
JIATOTHYECKAME paOOTHHKAMH)

3AHATHA CEMHHAPCKOro THHA (CeMMHApBI, MPAKTUYECKUE 3aHATHS, T1paK-

THKYMBI, J1a00paTopHbie paboThl, KOIIOKBUYMBI i HHBIC aHAJIOTHYHEIC 33~ 64
HATHSL)

CamocrosTebHas paboTa 06ydal0muxcs H KOHTAKTHASA padoTa, BKIIO-

qajomas rpynroBbie KOHCY/IbTAIHH, HHIMBUIYATbHYI0 paboTy 00ydaro-

[MXCS C TIPETIOIABATENSIMH (B TOM 9HCIIe HHIHBHIYATBHEIE KOHCYIIBTALH); 48

B3aMMO/ICHCTBYE B 2EKTPOHHOU MH(pOPMAIHOHHO-00pa30BaTeibHON cpefe
BY3a

[IpOMEKYTOUHAS ATTECTALHS 00YUAFOIIMXCs — 3aUeT C OLEHKOH

5  Copep:xanne JHCIMILIHHBI (MOIYJIsT), CTPYKTYPHPOBAHHOE 10 TEMaM (pasaenam)
¢ yKa3aHHeM OTBEJEHHOI0 HA HUX KOJMYECTBA aKAEMHIECKHX YACOB H BH/I0B

yuebHoil padoThI

Tabmuua 3 — CTpykTypa U cofiepyKanue JUCIUILIHHbI (MoTyIs1)

Bupt yaeGHOl pabOThI, BKJIKOYAs CAMOCTOS-
TENBHYIO padoTy 00YYaroIUXCst ¥ TPYI0eM-
KOCTb (B Jacax)

KonraktHas paboTta
HanmMeHOBaHHE pa3/iesioB, TEM H COJIEPIKaHHe npernogasaress ¢ 00yJaronUMHCs

Matepuaia Jlexuuu | Cemunap- | Jlabopa-
CKHE TOPHBIE CPC
(pakTH- | 3aHATHA
YecKHe
3AHSITHS)
ApXHTEKTYypa COBPEMEHHBIX OIEPANHOHHBIX
CHCTEM. 3
Beeenne B onepaHoHHbie cHeTeMbl. CHCTeM- 16 (4*) 24

meie Be3oBbl. CTpykTypa OC. ApxuTekTypa co-

BPEMEHHBIX OneparuOHHBIX CHCTCM.

5




HaumenoBanue pasjiesio, TeM U cofiepikaHue
Mmarepuaia

Bune! yuaebHO# paboThl, BKITIOUast caMOCTOS-
TETBHYIO paboTy 00YYaIOMKUXCs U TPYI0eM-
KOCTB (B 4acax)

Konraxraas pa6ora
npernojasarels ¢ 00yJarouuMuCs

Jlexnuu

Cemunap-
cKue
(mpakTH-
HecKue
3aHSITHS)

JlaBopa-
TOpHBIE
3aHSTHS

CPC

ITponeccel. [T0TOKH. AITOPUTMEL H MEXaHU3MEI
CUHXPOHH3alMHK. ['MIepBH30pEl H BHpPTYaIU3a-
1Hs. ®ainoBLIe CHCTEMBL.

YnpasneHue namsTeiO. BHpTyansHas namsre.
CrpanmvHasi opranusanus namard. Iloab3oBa-
Tenu ¥ Moxens HRU.,

QaitnoBrle cucTeMsl. YupasieHde (aiinoBoi
cucremoit. IIporpammvubie u armaparusie Raid.
TexHOmorMM cKaHUPOBAHMS HA HAIMYHME YA3BH-
MOCTEH

Vianenwe ¥ BOCCTAHOBJICHHE JIaHHEIX, JlOMOI-
HHUTENbHbIE MEXaHH3MBI 3aIIUTEL
Onepanmonnsie cucremsl cemelicrea Windows
u Linux. Ycranoska u nactpoiika. Crenuamusu-
poBanHbIe QUCTPHOYTHBLL Raid.

CosmanvMe W yIpaBieHHE IOIB30BATEISIMH U
paspemienusaMH, (AMIOBEIE CHCTEMBI B COBpE-
MEHHBIX OTIePAalMOHHBIX CHCTeMax. Y IaJIcHUE U
BOCCTAHOBJIEHHE TTAHHBIX.

JloTioNHUTENBHBIE MEXAHH3MBI 3alUTLL OIEpa-
LHOHHBIX cucTeM. JKypHanuposanue u ayiuT.
Bponnmaysp m mexcereBbie skpanbl. CkaHupo-
BaHHE HA HAJMYKE YSI3BHUMOCTEH.

3amuTa HHGOPMALUHH B COBPEMEHHBIX OTIe-
PAaLHOHHBIX CHCTEMAX.

MexaHu3MBI CHHXPOHH3AI[HHA [POLECCOB U MO-
ToK0B. Crangapt POSIX u ocHOBHBIE MEXaHW3-
MBI YIIPABJICHHUS B OLIEPALMOHHBIX CHCTEMAX Ce-
medcTBa Linux.

[ToBEImIeHHE HAIGKHOCTH XpAHEHHS JAHHBIX.
CkaHeps! yI3BEMOCTEH.

VYrposel 6e3zonacHocT OC. TpeGoBanus K 3a-
mute OC,

Oneparmonnsle cucreMsl ceMelicTsa Linux,
JUCTPUOYTUBEL, CEPBHCHI, 3ALIMTA [aHHBIX

VY nanennsrii noctyn B linux. Mexanu3mbl cHH-
XPOHH3AIMK IOTOKOB M IporieccoB. Beb cepae-
PEL

Bupryanusanms va 6ase linux. OcHoBHbIE Tipo-
TOKOJIBI H MX MCIIOJIb30BaHKE Ha Oase linux.
Docker, kinacrepusanus. MexaHH3MBI 3aIIHTE]
6a3 manHbix B linux,

16

32
(4%)

24




Bujer yqebHoit paboThl, BKJIFOUas caMOCTOS -
TENbHYI0 paboTy 00yHarOHXCs U TPYI0eM-
KOCTb (B 4acax)

Konraxtaas pabora
HammeHOBaHWE pa3/ielioB, TEM H COIEPKAHNE TMIPENOIABATENS C 00yYAIOMIUMHUCS
MaTepuaia Jlexunu | Cemunap- | JlaGopa-
CKHe TOpPHBIE CPC
(mpaktu- | 3aHATHS
gecKue
3QHSITHS)
HIOro 32 64 48
10 THCIUTIITHHE

* pearmusyeTrcs B hOpMe IIPaKTHYECKOH TOATOTOBKH

6 BueayauTopnas camocTosiTe/1sHAs paboTa o0y UAIOMIMXCS 110 JUCHHILIHIE
(mMoxy.110)

[Ipy miaHHpoBaHMM CaMOCTOATENBHOH PabOTBI CTYNEHTY PEKOMEHIYETCS PYKOBOJ-
CTBOBATLCSA CIEAYIONIHM paCIpe/e/IeHHEM YacoB Ha CaMOCTOSTENBHYIO paboTy (Tabnuma 4);

Tabiuna 4 — PekoMeHIyeMOoe pacnpe/ieTeHIe 9acoB Ha CaMOCTOSTENBHYIO paboTy

KommonenThl caMocTosiTeIbHOM padoThl KoanuyecTBo uacos
M3ydeHue TeOpPeTHYECKUX pa3/iesioB JUCIUIIIHHEL 4
[ToaroToBKa K 1abopaTopHbIM paGoTam 4
ITonroroBka u opopmieHue PT'P 36
Bceero o

7 Oueno4nble cpeacTBa /IS NPOBEEHHS TEKYLIEr0 KOHTPOIS
H MPOMEXYTOTHOMH aTTecTANNHN 00y JAOIUXCS 10 JHCLHMILIMHE (MOIY/TI0)

DoHA OLEHOUYHBIX CPEJICTB JUIA TIPOBEIEHHS TEKYIIEro KOHTPOIS YCeBAEMOCTH H IIPO-
MEKYTOYHOH aTTecTaluy mpeacTanieH B [Ipunoxkennu 1.

[TomHBIH KOMIIEKT KOHTPONBHBIX 3afaHUil MIIM HHBEIX MAaTePHAJIOB, HEOOXOIHMEIX s
OLCHHBAHHUS PE3YNbTaTOB 00y9EHHUs MO JUCHHUILUTHHE (MOIYJIIO), NPAKTHKE XPAaHHTCS HA Ka-
(enpe-paspaboTuuke B OyMaxKHOM H 3JCKTPOHHOM BHJe. B msitoM ceMecTpe IpoBeneHue Te-
KyIIero d MPOMEKYTOYHOIO KOHTPOJIS OCYILECTBISIETCS C HCIOJIH30BAHHEM JJIEMEHTOB [IH-
CTaHLIMOHHOrO O0yueHus — Kypc «be30macHOCTh OLEpalHOHHBIX CHCTeM» Ha moprane O
KHATY.

8 VYueOHo-meroguueckoe #u HHpopManmonnoe obecnedeHHe JHCLHIIHHBI
(Moxyans)

8.1 OcHoBHasi aTEpaTypa

1 OmnepaionHbie CHCTEMBI, cpebl B obonoukn: Yuebnoe nocobue / T.JI. Ilapreika,
WM. Ilonos. - 5-e u31., mepepad. u pom. - M.: ®opym: HULIUHOPA — M, 2013. — 560 c.
ISBN 978-5-91134-743-7, Pexum JIOCTyIIa:
http://znanium.com/catalog.php?bookinfo=405821.




2 Omnepannornsie cucteMbl. OcHoBel UNIX: VyebGHoe mocobue/Baspentok A.B., Kypnl-
wesa O.K., Kyrenos C.B. u ap. — M.: HULIUHOPA-M, 2015. — 184 c.: ISBN 978-5-16-
010893-3, Pexxum nocryna: http://znanium.com/catalog.php?bookinfo=504874.

3 bamuer, 1. H. Madopmarnmonnas Ge3onacHocTs U 3ammTa WHpoOpManuu: Y4yeOHUK /
I1. H. bames, A. B. ba6amr, E. K. Bapanosa. — M.: PUOP, 2013. — 222 c¢.: ISBN 978-5-369-
01178-2 Pexum nocryna: http://znanium.com/catalog.php?bookinfo=405000,

8.2 JlomonuTenbHAA JIHTEpATYpa

1 Cunnusig, C.B. Onepannonnsie cuctembl: Y uebHHK tst By30B / C. B. CunuubH, A. B.
baraes, H. 0. HamoTtin. — M. : Akagemus, 2010. — 297c.

2 Hasapos, C. B. OnepariuoHHbIe CPeIbl, CHCTEMbL B 00607109k, OCHOBBI CTPYKTYPHOMH H
(GyHKIHOHAILHON OpraHu3alMu [ DIeKTpoHHBIH pecype] : yueb. mocobue / C. B. Hazapos. - M.
: KVJIULI-ITPECC, 2007. - 504 c. // ZNANIUM.COM: 311eKTpOHHO-0MOIMOTEYHAS CHCTEMA. —
Pexum mocryna: http://znanium.com/catalog.php#, orpanidenssiii. — 3ari. ¢ sxpaHa.

3 U.A. Tpewes, I'.®. Bunpasiixun, M.A. Koxunn Be3omacHocTs onepannoHHbIX CUCTEM.
Yacts 1. Raid, Boccranonenue daiinos, metasploit // Usnatensckue pemenus 2020 - 140c.

4 N.A. Tpemes, I'.®. Bunpngitkun, M.A. Koxun. AjMuHucTpupoBande pacnpejiencH-
HBIX HH(pOpMaKMOHHBIX cucTeM. YacTs 1. AIMHHUCTpHPOBaHUE HHPOPMAIIMOHHBIX CHCTEM. //
Wsnatensckue perenns 2020 - 162c.

5 U.A. Tpemes, C.B. IIpokodbeB. AJIMHHHCTPUPOBAHHE PACTIPE/IETIEHHBIX HHPOPMALH-
onHbix cucteM. Yacts 2. Texnonorun MHGOPMAUHOHHBIX cucTeM // Msjatenbckue permeHms
2021 - 228c.

6 M.A. Tpemes, C.B. Ilpokodsen. besonacuocts onepannonneix cucreM. Yacts 2. Orme-
PalMOHHEIE CUCTEMEI, YA3BUMOCTH. // M3natensckue pemenws 2021 - 262c¢.

7 W.A. Tpemes AHanus 3alMIIEHHOCTH PACIPE/ICICHHBIX MH(POPMAIHOHHEIX CHCTEM. //
M3narensckue pemennst 2020 - 102¢.

8 B.A. Tuxomupos Onepanponnsie cuctemer. U, 2. OnepaiuoHHble CHCTEMBI 3allHIIEH-
HOro pekaMa paboTel mporeccopa: Yueb. mocobue. — Komcomonbck-na-Amype: 'OYBIIO
«KHAI'TY», 2003. - 206 c.

9 A.A. Xycaunos, H.H. Muxaiinosa ApXHTeKTypa BEIYHCIHTENBHBIX CHCTEM: Yueb. ro-
cobue / A.A. Xycannos, H.H. Muxaiinosa. — Komcomoubck-Ha-Amype: I'ocygapcreentoe 06-
pa3oBaTeIbHOE YUPEKIEHHE BELICIIErO TpoeccHOHANBHOrO 00pazoBanus «KoMcoMombckmii-
Ha-AMype roc. Texs. yu-t», 2007. — 123 c.

8.3 Meroau1ieckne yKa3aHus /ISl CTY/(€HTOB M0 0CBOCHUIO M CUMILTHHEI

OGyuenne nucummne «be30NacHOCT ONEPAIHOHHBIX CUCTEMY TIPEITIONAraeT H3yde-
HHE Kypca Ha ayJUTOPHBIX 3aHATHAX H B XOJI€ CAMOCTOSTEIBHON paboThl. AYIHTOPHBIE 3aHs-
THS IPOBOJIATCA B (hopMe NEKTHit 1 1ab0paTopHBIX 3aHsTuid. Tak e HCIOMb3YIOTCS ANEMEHTE

CMEIIaHHOr0 00YHYeHHS — IPUBIIEKAIOTCS TMCTAHIIHOHHBIE TexHonoruu (mopran JJO KuAI'Y).

Tabmuna 7 Merto/mueckue yKasaHus K OTAEALHBIM BUIAM IESATEIbHOCTH

Bupn yuebuo- Opranu3anust AesTeJIEHOCTH CTYIEHTA
O 3aHATHS
Jlexius Hanucanue KOHCIEKTa JIEKIHH: KPAaTKO, CXEMATHYHO, HOCTIe-

ZI0BaTENIbHO (PMKCHPOBATh OCHOBHEIE MOJOXKEHHA. BBIIETATE KIIoYe-
BBIE CJTOBA, (POPMYJIBI, OTMEYATH Ha TIOJISIX YTOYHAIOIIME BOIIPOCHI TI0
TEME 3aHATHS

Jlaboparop- Pabora ¢ aBTOMaTH3HPOBAHHEIME PA0OUMMU MECTAMH.
HEIE 3aHATHE
CamocTos- Jns Oonee riybOKOTO HW3y4YeHHs pa3leloB IHMCLHILTHHBI
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TenbHas pabora IPEyCMOTPEHBI OT/ENbHBIE BHIBI CAMOCTOSTENLHON PaboTHI: 110/1-
TOTOBKA K JIabOPaTOPHBIM 3aHATHSAM, H3YYCHHE TEOPETHUECKUX pa3-
JIEJIOB JUCHHILIHHEL, TTOAroToBka PI'P.

Camocrosirenphas paboTa sBIseTCs HanGonee HPOAYKTHBHON (OPMOi 06pasoBaTens-
HOM W IIO3HABATEJIBHOH AEATENbHOCTH CTY/CHTa B nepuoa obydenms. CPC HanpasjJIeHa Ha
yriayGieHne 1 3aKperienne 3HaHuH CTyICHTa, pa3BUTHE MpakTHdecknx ymenuit. CPC no jmc-
IHIUTHHEE «Be30macHoCTh ONepalMOHHBIX CHCTEM) BKIIIOYAET CIEMYIONIHE BUBI PaGOT:

— paboTy ¢ JICKIHOHHBIM MaTEPHATIOM, TIOHCK H 0030p JIMTEPATYPHI H HTEKTPOHHBIX HC-
TOYHHKOB HH()OPMAITHH 0 HHIUBHIYAILHOMY 3a1aHHIO;

— ONEPEKAIOLIYIO CaMOCTOSTEIbHYIO paboTy;

— M3y4€HHE TeM, BBIHCCCHHBIX Ha CAMOCTOSATENILHYIO TPOPaGoTKY;

— HOArOTOBKY K NPAaKTHYECKUAM 3aHATHAM;

— BeIoaHeHue H opopmienue PI'P,

KonTpoms camocTosTenbHoif paboThl CTYJIEHTOB M Ka9eCTBO OCBOEHHS JMCIHILIHHEL
OCYLIECTBIISIETCS TIOCPENICTBOM

— NPEJCTABICHHS B YKA3aHHbIE KOHTPOJIbHBIE CPOKH PE3YIIbTATOB BHITOTHEHMS 3a1aH i
ULl TEKYLLIETO KOHTPOJIS;

— BBIIIOJIHEHHS U 3amuTel PI'P;

Pacuerno-rpaguyeckue paboThl 10KHBL GBITH OQOPMIIEHEI B COOTBETCTBHA ¢ TPEOO-
BaHHMSIMH BHYTPEHHUX HOPMATHBHBIX J10KyMeHTOB ®I'EOY BO KuAT'Y.

8.4 Compemennsle mnpodeccuonaabHble 0a3bI AAHHBIX H HHpOPMALHOHHbIE
CNPABOYHBIC CHCTEMbI, HCMO/Ib3yeMble IPH OCYLIECTBICHHH 06PA30BATEILHOIO
nponecca mo JUCHHIIHHE

1. Dnexrponno-Oubanoreunas cucrema ZNANIUM.COM — http://www. znanium.com.
2. KoHcynbrant+

8.5 Ilepeuenr  pecypcoB  MHOPMALHMOHHO-TEIEKOMMYHHKALMOHHOH  ceTH
«MHTEpHET», HEOOXOAUMBIX /IJIsl 0CBOEHHMsI U CHHIIHHBI (Moay.s)

1. Hayunas snextponHas 6ubimoreka Elibrary http://elibrary.ru.

C nembio NOBEIIEHHS KA4ECTBA BENICHHS 00pa30BaTe/IbHOH JEATENHOCTH B YHHBEP-
CHTETE CO3/1aHa JMEKTPOHHAs MH(OPMALHOHHO-00pasoBaTelbHas cpesia. OHa noIpasy-
MEBAET OPTraHU3alUIO B3aUMOACHCTBIA MY O0YHAIOIIHMHCS U [PETOIABATEISIME Ue-
Pe3 CHCTEMY JIMIHBIX KAOWHETOB CTY/ICHTOB, PACIIOIOKEHHBIX HA O(GHUINAILHOM caiiTe
YHHBEPCHTETa B HH(OPMAIMOHHO-TENEKOMMYHHKAHOHHOM ceTr «HTepHeT 10 ape-
cy https://student.knastu.ru. Co3annas nudopmamonHo-06pasoRaTebHAL Cpeaa Mos-
BOJISIET OCYIIECTBIATE B3AHMOJEHCTBIE MEXK/TY YIACTHUKAMH 00pPa30BaTeIBHOIO [PO-
[€CCa TOCPE/ICTBOM OPraHH3allK IUCTAHIIMOHHOTO KOHCY/IBTHPOBAHHS MO BOLIPOCAM
BBIIIOJIHEHNS MPAKTHYCCKUX 3aianuii. MaTepraibl TaHHOTO Kypea (5 ceMecTp) BhUIoIKe-
bl Ha noptan JIO KHAD'Y 1 oprauusais B3auMOAEHCTBHS B paMKAX JJAHHON JHCIH-
IUTHHBI IPOBOJIUTCS € TIPUBICYCHAEM JIUCTAHIMOHHBIX TEXHOJIOTHIA,

8.6 JlunensnonHoe NporpaMmHoe ofecredenne, HCMOIb3yeMoe IPH
OCYmecTBJICeHHH 00pa30BaTebHOT0 MPOLECCa IO THCIMILIHHE

Tabnuua 5 — [lepeyeHp HEIONB3yEMOTO TPOIPAMMHOIO 00eCIIeHeHHs

Haumenosanue 10 PexBu3uTEl/ PEKBH3UTEI / YCIOBHS MCTTOTH30BAHHS

Microsoft® Windows JIunemsuonnsli ceprudurar Ne 46243844 ot 09.12.2009
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Professional 7 Russian OeccpodHOE HCIOTh30BaAHME
Open Office umm anaor CB0001HO-pacpocTpaHsemMoe

Onepanunonnas cucrema Kali

. CroGo1HO-pacpocTpansieMoe
Linux unm ananor PasEpocip

Onepaunonnas cucrema
Ubuntu unu anasor
I'nnepeusop Virtual Box wnu

CBoboHO-pacpocTpansemoe

CBoboHO-pactpocTpansieMmoe

aHaJor
O6osperatens Google Chrome

CaoboHO-pacnipoctpansemMoe
HJIY aHAJIoT
Penakrop Winhex CBoOOIHO-pacpocTpanseMoe

Cpez[cn;a BOCCTaAHOBJIEHH ST

; CBoOo1HO-pacmpocTpaHseMoe
Rstudio, Recuva, Rsaver pasipoctp

9 Oprasus3anuoHHO-NEJATOTHIECKHE YCI0BHS

Oprasuzanus 06pa3oBaTebHOIO Mporecca periaMeHTHPYETCs yIeOHbIM TLTAHOM H pac-
IHCAHUEM YYEeOHBIX 3aHsTHI. SI3pIK 0Oydenus (LpenoiaBaHMs) — pPyCCKHH. Jlns Bcex BHIOB
ayJIMTOPHBIX 3aHATHH aKaJeMIYECKMH Yac yCTaHaBIIMBAETCS IIPOIOIDKATEIEHOCTHIO 45 MHHYT.

Ilpn QopmupoBaHuH CBOCH HHAMBHIYalnRHOH 06pa3oBATEIBLHOMN TPACKTOPUH 00ydaro-
UMHCA HMEeT NpaBo Ha IEPe3aueT COOTBETCTBYIOUIHX AUCIHIUIMH U TPOpeCCHOHATBHBIX MOZY-
JIEH, OCBOCHHBIX B MPOIECCE NPEIIIECTBYIOMEro 00yYeH s, KOTOPBIH 0CBOGOKIAET o0yyarole-
rocsi OT HEOOXOAMMOCTH UX IOBTOPHOTO OCBOEHHSL.

9.1 OGpa3oBaTe/ibHbIE TEXHOIOTHH

VueGHBIif MpoIece NPy NMPEnojaBankl Kypca OCHOBBIBAETCS HA HCIONB30BAHHH Tpagu-
IUOHHBIX, HHHOBAIIHOHHBIX H MH(OPMALHOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHIL, Tpamumwon-
HbIe 00Pa30BATENBHBIE TEXHONOIHH TIPE/ICTABIICHEI JIEKIUSAMH U CeMHHAPCKHMH (TIpaKTHYeCKH-
MH) 3aHATHSIMH. VHHOBAIHOHHBIE 06pa3oBaTeIbHEIE TEXHOIOTHH HCIIOJIB3YIOTCS] B BUZIE LIAPO-
KOTO IPMMEHEHHs aKTUBHBIX H HHTEPAaKTHBHBIX GopM npoBeenus 3ausTuil. MHbopManmonnbie
00pa3oBaTeNbHbIC TEXHONOTHH PEATH3YIOTCA IyTEM AKTHBH3AIWH CAMOCTOSTEIBHOI paboTH!
CTyZACHTOB B MH(DOPMAMOHHOH 00pa3oBaTelbHOl cpesie.

9.2 3aHATHA JEKIHOHHOI0 THIIA

JleKUHOHHBINA KypC MPEAIOaracT CHCTEMATH3HPOBAHHOE U3JIOKEHHE OCHOBHBIX BOTIPO-
COB YUeOHOr0 Iiana,

Ha niepBoii siekinu ieKTop 06513aH IPELYIPEUTE CTYACHTOB, IPHMEHATEILHO K KaKoMy
0asoBoMy yueOHUKY (yueOHHKAM, yueOHBIM NOCOOUAM) GyIET IPOUHTaH Kypc.

JIeKIMOHHBIH Kypc JOMDKEH JaBaTh HAHOOIBIIHH 06beM HH(pOpMAIMH K 00€CTIeYHBATH
Gonee rirybokoe HOHHMAHHE YIeGHBIX BOTPOCOB MPH 3HAYATENLHO MEHBIIEH 3aTpaTe BpeMeHH,
4eM 9T0 TpedyeTcs GONBIIMHCTBRY CTY/ICHTOB Ha CAMOCTOSATE/IbHOE H3yUeHHE MaTepHaIa.

9.3 3aHATHS CEeMHHAPCKOI0 THIA

CemuHapcKue 3aHsATHS IPEACTABISIOT cO00H NETATH3AIKIO JIEKIIHOHHOTO TEOPETHYECKO-
0 MaTepuaiad, IpPOBOJATCA B NEJsIX 3aKPEIJICHHA KyPea i OXBATBIBAIOT BCE OCHOBHBIE Pa3JIelIbl.

OcHoBHO# (hOpPMOH TPOBEIEHNsI CeMUHAPOB SBIAETCS 0GCYXKICHHE Hauboee pobJiem-
HBIX U CJIOKHBIX BOIPOCOB IO OTACHBHBIM TEMaM, a TakKe pa300p [PUMEPOB H CUTYAIHH B
ayMTOPHbIX YCJIOBUSX. B 00s3aHHOCTH mpemosaBatesis BXOIST: OKa3aHHE METOMHYECKOH I10-
MOIIK ¥ KOHCYTBTHPOBAHHE CTYAECHTOB 110 COOTBETCTBYIONIHM TEMaM Kypca.

AKTHBHOCTE Ha CEMHHAPCKHX 3AHSATHSX OLCHHBACTCS 110 CIEAYIONTHM KPHTEPHSIM:

* OTBETHI Ha BOITPOCHI, TIPE/LIAraeMble HPENoAaBaTeseM;

* Y4acCTHE B JIUCKYCCHSIX;
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* BBITIOJTHEHHE MPOCKTHBIX ¥ MHEIX 3a/IaHUil;

* ACCHCTHPOBAHME NPEMONABATEIIIO B IPOBEICHUHN 3aHITHIA.

OtBet 10KeH ObITh apryMEeHTHPOBAHHEIM, Pa3BEPHYTHIM, HE OHOCIOKHBIM, cozepKarh
CCHUIKH Ha HCTOYHHKH.

Hoknans! W ONNOHMPOBAHHE IOKJAI0B NPOBEPSIOT CTEICHb BIATCHUS TEOPETHICCKUM
MaTepHaJIoM, a TAKIKE KOPPEKTHOCTb H CTPOTOCTH PACCYKISHHIL.

OrenuBanye 3amaHuil, BEIIOJHEHHBIX HA CEMHHAPCKOM 3aHSTHE, BXOIHT B HAKOIIICH-
HYIO OITCHKY.

9.4 Camocronreasnasi padoTa 00y4AIONIHXCS 10 AHCIMITHHE (mMomy.1r0)

CamocrosiTenbhas paboTa CTYACHTOB — 3TO TPONECC aKTHBHOIO, LEIICHANIPABICHHOTO
NPHOOPETCHHS CTY/IEHTOM HOBBIX 3HAHHH, YMEHUH €3 HEMOCpeICTBEHHOro y4acTHs Ipernoa-
BaTClls, XapaKTEepH3YIOMIHMiACs NPEAMETHOH HANPAaBICHHOCTBIO, d(QeKTHBHEIM KOHTpONEM H
OLICHKOH PE3yNbTaTOB JEsATEIBHOCTH 00YyYaroLerocs.

Llemn camocTosTeIbHOM PaBOTHI:

* CHCTEMATH3AIMS U 3aKPEIICHHE TOJIyYCHHBIX TCOPETHYECKHX 3HAHMH M IPAKTHICCKHX
YMEHHH CTYACHTOB;

* yrayGrienne B paciIipeHde TEOPETHUECKUX 3HAHMIN;

* (pOpMHpOBaHME YMEHHH HCIIOIE30BATE HOPMATHBHYIO U CIIPaBOYHYIO JJOKYMEHTAIHIO,
CHENHATBHYIO JTHTEPATYPY;

* PasBHTHE II03HABATEIBHAIX CIOCOOHOCTEH, AKTHBHOCTH CTYICHTOB, OTBETCTBEHHOCTH I
OpPraHH30BaHHOCTH;

* (popMHpOBaHHE CAMOCTOATEIBHOCTH MBILLIEHHAS, TBOPYECKOH HHULMATHBEL, CIOCOBHO-
CTeif K CaMOpa3BUTHIO, CAMOCOBEPIICHCTBOBAHHIO H CAMOPEATH3AIAH:

* pasBHTHE HCCIIE/IOBATE/ILCKHX YMEHHH U aKa[EMHYECKAX HABBIKOB,

CamocrosiTenpHas paboTa MOXKET OCYIIECTBIATHCS HHINBHAYAIEHO HITH rpynnamMH CTy-
ZICHTOB B 3aBUCHMOCTH OT LIeTIH, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHOH TEMATHKH.

TexHonorus opranm3anuy camMoCTOATENLHOM pabOTH CTYIEHTOB BKIIOUAET HCIIOIb30BA-
HHE HHPOPMAIMOHHBIX H MATEPHATLHO-TEXHHYECKHX PECYPCOB YHHBEPCHTETA.

KoHTpoIIb pe3y/bTaToB BHEayIHTOPHOH CaMOCTOSTENBHON PAGOTHI CTYLAEHTOB MOYXKeT
TIPOXOJMTH B MHCbMECHHOH, YCTHOM MK CMeIaHHo# (opme.

Crynentsl JOMKHBI HOAXOJHTH K CaMOCTOATENHHOH paGoTe Kak K HauBaXXHEHIeMy
CPEACTBY 3aKpEIUIeHHs W Pa3BUTHS TCOPETHYECKUX 3HAHUH, BBIPAOOTKE €IMHCTBA BATJISAAOB HA
OT/IEJIBHBIC BOIPOCHI Kypca, NPHOOPETeH s ONPENENEHHbIX HABBIKOB U HCIONB30BAHUS Tpodec-
CHOHAJIBHOH TUTEPATYpHL.

B jlanHol aucTMIIINHE B paMKax caMOCTOSTENBHON paboThl CTYACHTE! BBIIOIHSIOT oIy
PacUeTHO-rpaUUecKyro paboTy COCTOAMIYIO U3 JIBYX YacTeH.

9.5 MeToandeckne yKa3aHus /s 00y9a0MIMXCS IO 0CBOEHHIO I CIHHILIHHBI

Ilpu u3yyeHHH AUCUMIIMHBI OOYYAIONMMCS LEIeCO00Pa3HO BBIIONHATH CIE/LYIOLIHE
PEeKOMEHTAITHH:

1. M3syyenne yueOHOH JIUCLMIUIMHBL JOJDKHO BECTHCH CHCTEMATHUCCKH.

2. Tocne uzyuenus kakoro-1ubo pasfena Mo yqeOHHKY HIIH KOHCIEKTHBIM MaTepHaiam
PEKOMEHLYETCs 110 IaMATH BOCIIPOU3BECTH OCHOBHBIC TEPMUHBL, OIPEACICHHUS, IOHATHS pa3Jic-
na.

3. OcoGoe BHMMaHHE CIIEIyeT YACIUTb BEIIOIHEHHIO OTYETOR TI0 TIPAKTHYECKAM 3aHSTH-
SIM M MH]IUBHTYaTEHBIM KOMIIEKCHBIM 3aJaHHSIM Ha CAMOCTOSITENBHYIO PaboTYy.

4. Besl TeMaTiKa BOTIPOCOB, M3yYaeMbIX CAMOCTOSITENIBHO, 3a0A€TCS HA JIEKIHAX [PEro-
nasareneM. MM ke N1al0TCA HCTOUHHKH (B TIEPBYIO OUYepe/ib BHOBb H3IAHHBIE B MEPHOIHYECKOI
Hay4YHOHU JIATEPaType) s OOJIEE AETalbHOIO IIOHUMAHHMS BOIIPOCOB, 03BYYEHHBIX HA JIEKIIHH.

IMpu camocTosTEBEHOM IPOPabOTKE Kypea 00YYarOIIMECs! JOKHBL:

* IPOCMATPHBATh OCHOBHBIE OLPEACIICHUS H (aKThI;
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* IOBTOPUTh 3aKOHCHEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHATHH MATEPHAN H IIOTIOJHUTE
€0 € y4EeTOM PeKOMCHIOBAHHOM 110 JIAHHOH TeMe THTepaTypbl;

" H3YYUTh PEKOMEH/IOBAHHYIO JIMTEPATYPY, COCTABIISTh TE3UCHI, AHHOTAITHHA ¥ KOHCIIEKTHI
HauboJiee BaXKHLIX MOMEHTOB;

* CaMOCTOATCIBHO BBIIOIHATE 3a/[dHKs, AHAJOTHYHBIE TTPEIaracMbIM Ha 3aHATHSIX,

* MCHOJIB30BaTh JUL1 CAMOTIPOBEPKHM MaTepHalibl YOHIA ONEHOYHBIX CPEICTB.

1. MeToguueckne ykazanus npu paGore HaJ KOHCIEKTOM JIEKIHH

B xozie nexunoHHbIX 3aHsTHI HEOGXOIMMO BECTH KOHCIEKTHPOBaHHE yueGHOro Matephaia. O6-
pamarh BHHMaHHe Ha KaTeropuu, (OpMyIMPOBKH, PAaCKpPhIBAIOLLKE COEPIKAHIE TEX HIIM UHBIX SBIEHHI
H MPOLIECCOB, HAYHBIE BBIBObI M [PAKTHYECKUE PEKOMEH/IALMH, TIOMOKHTELHBIH ONBIT B OPATOPCKOM
uckycctse. JKenarenbHo 0CTaBUTL B PabOUMX KOHCIIEKTAX MO, HA KOTOPBIX N€ATh MOMETKH H3 PEKO-
MEH/IOBAHHOH JIHTEPATYPbl, AOTONHSIONIME MaTEPHA NIPOCIYLIAHHOI JIEKLHH, @ TAKIKE MOIUCPKHBAIO-
LiHe 0CO0YIO BaXKHOCTb TEX MM MHBIX TEOPETHIECKHX MONOKEHHUH. 3a1aBaTh MPENONABATENO YTOUHSIO-
LIH€ BOTIPOCHI C LEJTBIO YSICHEHHsI TEOPETHUECKHX TOJIOKEHHIA, Pa3peLeH s CIOPHEIX CHTYALIHA.

2. MeTopu4eckne yKa3aHus 10 caMOCTOSATENLHON padoTe HA H3y4aeMbIM MarTepHa-
JIOM H IPH IOATr0TOBKE K JIA00PATOPHBIM 3aHATHAM

Haunnate Hazio ¢ u3ydeHusi peKOMEeHIOBaHHOM nuTepaTyphl. HeoGX0AMMO MOMHHTE, YTO Ha Jiek-
LMK OOBIYHO PAacCMATPUBAETCs HE BECh MaTepHall, 4 TOMBKO €ro yacTh. OCTanbHas €ro YacTh BOCIIONHS-
€TCs B NPOLIECCE CAMOCTOATENBHOI paboThl. B cBA3u ¢ oTuM paboTa ¢ pekOMEeHAOBAHHOM TUTEpaTypOit
obszarensha. Ocoboe BHUMaHHe MPH 5TOM HEOOXOAMMO OBPATHTHL Ha COACPIKAHHE OCHOBHBIX MOTOJKE-
HHii H BLIBOZIOB, 06bACHEHHE ABNEHHUIT H (PaKTOB, YSCHEHHE NPAKTHYECKOTO TIPHIOKEHH!S PACCMATPUBAE-
MBIX TEOPETHYECKHX BONpocoB. B npoliecce 310k paGoThl HEOGXOAUMO CTPEMUTBCS TOHATH U 3alIOMHHTh
OCHOBHBIE TMOJIOMKEHHS PACCMATPUBAEMOrO MaTEPHANa, MPUMEPBI, MOSCHIIOLIME €0, a TAKIKE PazobpaTh-
C4l B MILTIOCTPATHBHOM MatepHae. OGopMiIsiTh 0THEThI ClIeAyeT PyKOBOACTBYACE BHYTPEHHUMH HOpPMa-
THBHBIMHU JloKkyMeHTamMu KHAT'Y.

3. Metoanyeckue yKasanus o BbINOJHEHHIO PACYeTHO-TpadHuecKoii padoThI

Teopernueckas yacTh pacueTHO-rpaduueckoii paboTbl BBITONHAETCA MO YCTAHOBICHHBIM TEMAM C
HMCTIO/Ib30BAHHEM NPAKTHYECKKX MaTepuanos. K kaxaoii Teme pacueTHo-rpadudeckoii paboTsl PEKOMEH-
NYeTcsl IPUMEPHBI MepetieHb y3/I0BbIX BONPOCOB, CITHCOK HEOGXOMMOMH JuTepaTyphl. M3naras BOMpocs!
TeMbI, CIIC[yeT CTPOro MpUAEPKUBaThCs TlaHa. Pabota He 10ImKHA NPEACTABISTL NEPecKas OTHENbHBIX
riae yuebHuka win yuebHoro nocobus. HeoOxo1umMo u3nokuTh cOGCTREHHBIE COOBPKEHHS 110 cylie-
CTBY M3JlaraeMbiX BOIPOCOB, BHECTH CBOM MpeIokenus. OBIMe NOM0KEHHs JOMKHBI GbITh MOKPerLIe-
Hbl M TIOSICHEHbI KOHKPETHBIMK NpUMepaMu. Manaraempiii MaTepuas rmpu HeOGXOAMMOCTH CEIyeT Mpo-
HILTIOCTPHPOBATH TaOJTHIIAMH, CXEMaMHM, JIMarpAMMAMH.

10 Onucanme MaTepHAILHO-TEXHHYECKOT0 00ecedeH s, HeoOX0MUMOro IIs
ocymiecTB/JIeHHs 00Pa30BaTeIbHOTO MPOIlecea Mo AHCHUILIIHE (MOLYJII0)

10.1 YuebHo-1a60paTopHoe 060pyaoBaHme

Tabmua 6 — Ilepeuens o6opyoBaHus 1a6OPATOPHK

HaumenoBanue ayautopuu

Aynuropust (ma6opaTopun) Hcnonszyemoe o60pyoBanue

202/5 Jlaboparopuss  mporpammuo- | C3M HCJI Secret Net, C3M HCJ] Dallas Lock,
annapartHeiX cpeacts samuthl | C3M HCJI Crpax NT, C3U HCJ] Lllur PX]I,
AHpOpMAIHK C3U HCJ Aypa ,C3W HCJI Kpunron ,C31 HCJ]

Axxopa, ®UKC, Pepusop 1,2 xak juist oneparu-
OHHBIX cHcTeM ceMeiictBa Windows Tak u s
Linux, Pepuzop Ceru 2.0, AHanuszaTop ceTeBoro
Tpapduka AcTpa,ATEHT WHBEHTApH3aIlMH Ce-
Ti,CKanep cereBoit OesomacHocti XSpider, Te-
peep, Secret Net Touch Memory Card, Kpunton
AMJI3, Axxopn AM/3, KpuntollPO APM,
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.CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyr0yk ¢ Windows 7+mpoextop.
16 TIOBM Ha 6ase mporeccopoB He Hike Intel
Pentium IV

10.2 Texuuueckne u 31eKTPOHHBIE CPEACTBA 06y eHHS

JleKHOHHbBIE 3AHATHS

AYIIUTOPUH JITS NEKLMOHHBIX 3aHSTHH YKOMIUTEKTOBAHBI MEOEJIBIO H TEXHHUCCKHMT cpen-
CIBaMH O0YYEeHHs], CIIYXKAITHMH JUIs TIPe/ICTABIEHHS Y4eGHOI uHpopmarmu Gonbmoi ayuTo-
puk (HaOOpbI IEMOHCTPAIMOHHOTO 0GOPyHOBaHus (IIPOCKTOP, 9KpaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HarTsAHBIE I0OCOOHKS, TEMATHUECKHE HILTIOCTPALHH).

JIaGopaTopHbie 3aHATHS

Jlnst 1aGopaTopHEIX 3aHATHH HCHOIL3YeTCS aymurtopus Ne 202, ocnameHHas 06opy/o-
BaHHEM, YKa3aHHBIM B Ta0m1. §;

CamocrosiTernHan pabora.

ITomewmenus Ui CaMOCTOSTENBHOM pabOTHL OCHAIICHBI KOMITBIOTEPHON TEXHHKOH ¢ BO3-
MOMKHOCTBIO HOAKIIOYCHHUS K CETH «MIHTEpHET» U MOCTYIOM K 3JIEKTPOHHOH MH(OpPMAHOHHO-
obpaszoBarensHOl cpene KHATY:

- untansHbii 3a1 HTB KHATY;

- KOMIIbIOTEpHBIE Kiacchl (aya. 311 kopmye Ne 5, aya. 205 kopriye Ne 5, ayn. 313 KOpIyc
Ne 5).

11 Aubie cBeaeHus

MET()JIH‘IECKHQ PeKOMEeHIALHH 10 Oﬁy'IEHlfllO JIHI{ ¢ OrPAHUY€HHBIMH BO3MOKHO-
CTHMH 310pOBbS H HHBA/IH/I0B

OcBoenre TUCIHIUIMHBL 00YYAIOMMMECS ¢ OIPAHHICHHBIMH BO3MOKHOCTSIMH 310POBBS
MOXeT OBITh OPraHH30BaHO KAK COBMECTHO € JAPYIMMH OGYYAIOIMMKCS, TAK H B OTIE/BHBIX
rpynnax. [Ipe/inonaraiores crieiuanbubie yeIoBys UL OyYeH s 00pa3oBaHus 00y HaIOIIHMH-
€51 C OTPAHUYEHHBIMH BO3MOXKHOCTSIMH 3710POBBS,

ITpodeccopeko-neiaroruueckuii cocTaB 3HAKOMHUTCS € HICHXOJIOTO- (D M3HOJIOTHYECKHMHI
0COGEHHOCTSIME ODYUAFOIXCS HHBAIMIOB M JIUI ¢ OTPAHHYCHHBIME BO3MOMKHOCTSIMMU 3110pO-
Bbsl, HHAMBATyATbHBIMH TIPOrpaMMaMi peaOUIIATAIME HHBATHIOB (pH Hamuumn). [Ipu Heo6-
XOIHMOCTH OCYIIECTBJIAETCS JONOJHUTE/IbHAS MOUIEPKKA TIPETIONABAHUS THEOTOPAMH, TICHXO-
JIOraMH, COLHAbHBIMA PabOTHUKAMH, NPOIICSAIAMHY ITO/ITOTOBKY aCCHCTEHTAMH.

B COOTBETCTBHM ¢ METOMHYECKHUMH PEKOMEH IAIIHsIMA Muno6pHayxu PO (yrs. 8 anpes
2014 r. N AK-44/05BH) B Kypce NpPeAMONaraeTcsi HCHONb30BaTh COMMATBHO-AKTHBHLIE H pe-
(hrrekcHBHbBIE METOBI 00YUEHH S, TEXHOJIOTHH COIMMOKYTHTYPHON peabHIMTALAY ¢ LETbIO OKaza-
HUSL [IOMOIIH B yCTAHOBICHHH IOJHOUCHHBIX MEMIMYHOCTHBIX OTHOIICHAH ¢ IPYTHMH CTYJICH-
TamH, CO3JIaHHA KOM(OPTHOTO NCHXONOrHYECKOro KIUMaTa B CTy/IeHUECKOH rpyme. ITonbop u
pa3paboTka yueOHBIX MaTEPHATOB MPOM3BOATCS C YUETOM IPEIOCTABICHAS MaTepHana B pas-
JAYHBIX (opMax: ayIMaibHOM, BH3YabHOMH, ¢ MCIIOJIL30BAHHEM CIIELHATBHBIX TEXHHUYECKUX
CPEZCTB ¥ MH(BOPMAIIHOHHBIX CHCTEM.

Ocpoenne jucnummebl JHuamu ¢ OB3 0CYIIECTBISETCS ¢ HCITOIb30BAHHEM cpencTs
00y4eHHs OOIIEro M CHeIHaTbHOr0 HasHAYeHHs (IIEPCOHATFHOTO H KOJUIEKTHBHOTO MCIOJIB30-
BaHHs). MaTepHaibHO-TEXHHYECKOE 00ECTIeUeHHE IIPElyCMATPHBAET TIPUCTIOCOGICHHE ayIHTO-
pui K myxaam s ¢ OB3.

®opma NpoBeAeHNs ATTECTALMH JUTA CTYICHTOB-HHBAJIMOB YCTAHABIMBACTCS C YYETOM
MH/THBH/Tya/IbHBIX TIcHXo(Qu3neckux ocobennoctei. Jinst crynentos ¢ OB3 npenycmarpusaet-
cs focTynHast opma IpeocTaBIeHAs 3a0aH1HIl OUEHOUHBIX CPEJICTB, 4 HMEHHO:

13




"B NCYATHOH MIH ICKTPOHHOH opme (sl AUI ¢  HAPYUICHHAMH OIIOPHO-
JIBUTATEILHOTO alapara);

* B IleyaTHol (opMe HIH SMCKTPOHHOM hopMe ¢ YBennueHHbIM WpH(TOM U KOHTPACTHO-
CTBIO (JUIS JIHII C HAPYIICHHAMH ClTyXa, PeUH, 3peHHs);

" MCTOZIOM YTEHHS ACCHCTEHTOM 3alaHKs BCIYX (JUTA JIUL( ¢ HAPYIICHHSIMH 3PEHHS).

CryzenTam ¢ MHBAIMAHOCTBIO YBEIHYMBACTCA BPEMs Ha TIOJITOTOBKY OTBETOB Ha KOH-
TPOJIbHBIE BONMPOCHL. JIisl TaKUX CTY/IEHTOB Ipe/lyCMaTpUBAETCS 0CTYIHas (hopma IIPEOCTAB-
JICHHS OTBETOB HA 3aJIaHHsI, @ HMEHHO:

* MHCEMEHHO Ha Oymare Wiu HabOpoM OTBETOB Ha KOMIIBIOTEpE (IUIst JIHIL ¢ HapyIICHHUs-
MH CIIyXa, Ppe4H);

* BHIOOPOM 0TBETA H3 BO3MOXNKHBIX BAPHAHTOB C HCIOB30BAHMEM yCIYT ACCHCTEHTA (st
JIHIT ¢ HAPYIICHUSIMH OTIOPHO-/[BUTATE/IBHOTO AllapaTa);

* YCTHO (1151 JIHIL ¢ HAPYINEHHUSIMH 3PEHHS, OIIOPHO~IBHTaTEMBHOTO arapara).

IIpu HEOOXOMMMOCTH JUIs OGYHAIONIMXCS ¢ HHBAIHAHOCTHIO IpoLe/lypa OlleHHBAHKS pPe-
3Y/IbTaTOB 00YYEHHS MOXKET MPOBOINTECS B HECKOIBKO 3TAIIOB.

14



[Tpunoxenwue 1

®OH/I OIEHOYHBIX CPEJCTB!
MO JHCHHIIIHHE

BesonacHocTs ONepalHOHHBIX CHCTEM

i Kpaynudukamus BEITyCKHHKA creyuanucm no 3awume ungpopmayuu ;
: ox Havana moaroToBKH 12021 :
. (no yueGromy naany) s assies s asemommas s s Bnmsimenimes B i
| ®opma 06yuenHns | ounas
oo T O S i
i Texuonmorus o0y4eHus | MPAOUYUoOHHAS :

_________________________________________ ,

Cemectp TpynoemkocTs, 3.€. :

Kageopa HBAC - Hughopmayuonnas
beszonacnocme asmomMamusuposaHHvIx
cucmem

_____________________________________________________________ H

' B 1aHHOM TIPHIIOJKCHHH IIPE/ICTABJIEHBI TUIIOBBIE OLEHOYHbIE CpeacTBa, [T0IHEL KOMIUIEKT
OLIEHOYHBIX CPEJICTB, BKIIOYAOIIHH BCe BApHAHTEI 3a/IaHU (TECTOB, KOHTPOIBHEIX paboT u p.),
TIpe/laraeMbIx 00yJaromeMycs, XpaHHTcs Ha Kadenpe B OyMaKHOM U 3JIEKTPOHHOM BHJIE.
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1 TIlepevens mIaHHPyeMBIX Pe3yIbLTATOB 00yUeHHS 110 AUCIAILIHHE (mMopny.tio),
COOTHECEHHBIX ¢ IITAHUPYEMbIMH Pe3y IbTATAMH 00pa30BaTeILHOI POrPaAMMBI

Tabmuma 1 — KoMnerenimyu 1 MHIKKATOPEI UX IOCTHXCHUS

Kon u nanmenosanune
KOMIIETEHITHH

HHI[I/IKEITOPI:I JOCTHXXCHWSA

IInanupyemsie pe3yibTaTsl
00YUEHHMS 110 JMCLUILIMHE

Ob1enpodeccHoHaTbHEIE

OIIK-12  Cnocoben
TIPAMEHSTh 3HAHHS B
obmactu  GezonacHo-
CTH BBIUHCIUTENLHBIX
ceTel, oTeparuoH-
HBIX CHCTEM # 0a3
JAHHBIX TpPH paspa-
060TKe aBTOMATH3HUPO-
BaHHBIX CHCTEM

OIIK-12.1 3HaeT MPHHUMILL 1O0-
CTPOCHUS U (DYHKIIMOHHPOBAHWS,
NIPUMEpPBI PEaIM3aI[id COBPEMEH-
HBIX JIOKQIBHBIX H TII00ATIBHBIX
KOMIIbIOTEPHBIX CETEH, omeparu-
OHHBIX CHCTeM M 0a3 JaHHBIX; OC-
HOBBI obecrieueHuss HH(pOpPMANH-
OHHO#M 0€e30IacHOCTH BLIYHCIIH-
TEJIBHBIX CETEH, OIepariHOHHbIX
CHCTEM H 0a3 JJaHHBIX

3HaeT IPHHITHIIBI TIOCTPOEHHS U
GyHKIHOHHPOBAHUSA, TIPUMEPHI
peau3anyy ONePAlHOHHBIX CH-
cTem;

OCHOBBI OOecredeHuss HHPOp-
MalOHHOH 0e30IacHOCTH Ole-
PAIHOHHBIX CHCTEM

OIIK-12.2 YMeeT mpoekTupoBaTh
U aJIMHHHCTPHPOBATH KOMIILIO-
TEPHBIE CETH, PEaM30BBIBATH MO-
JUTHKY ©O€30MacHOCTH B CETAX
OBM, omepanuoHHEIX CHCTEMax
4 0as3ax JaHHbIX

YMeeT amMHHHCTPHPOBATH, pe-
aIM30BBIBATE  INOJHTHKY —Oe3-
ONACHOCTH B  OTEPAIHOHHBIX
cHcTeEMax

OIIK-12.3 Brmaneer wnaBbikamMu
IIOCTPOCHHS U aJIMHHHCTPHpPOBA-
HHSI KOMIILIOTEPHBIX CETeH, aji-
MHHHCTPHPOBAHHUS  OIEPAIlHOH-
HBIX CHCTeM H 0a3 JaHHBIX C yue-
ToM TpeboBaHuii Mo obecmede-
HUIO 0€30IacHOCTH

Bnaneer HaBelkamMH amMEHHH-
CTPHPOBAHHS  OMEpPAHOHHBIX
CHCTEM C yudeToM TpeDoBaHuUil
1o obecneuenuio 6e300aCHOCTH

Tabnuua 2 — Iacmopt donzia OLeHOUHBIX CPEaCTB

Konrpoaupyemsie @opmupyemasi | HaumeHnoBanue
pa3zebl (Tembl) KOMIIETEeHIHA OLIEHOYHOI0 Iloka3aTenn onmenku
AHCIHILTHHBI cpeacrsa
Tema 1 [1K-24 Jlaboparophnasi pa- | Ymeer pabotath ¢ KomamI-

OmneparmoHHble CHCTEMEL
cemetricrea Windows u

Linux. Ycranoska u

HacTpokika. Cnenuanusu-
POBaHHbIE AUCTPHOYTH-

BBL Raid.

borta

HOI obonoukoit Windows,
Linux, paborare ¢ daiino-
BOH CHCTEMOM, H3MEHATH
NoCTyn K daiinam u yrpas-
IATh  IIpOIECCaMH.  Ymeer
cosnaBatk RAID Maccusel
annaparHblM W TPOrpaMM-
HBIM METOJAMH, CO3/[aBaTh
KoMbOuHHpoBanHble RAID
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MAaCCHBBEI.

Tema 2 TIK-24 JlaGopatopnas pa- | YMeer paborats ¢ mmosm3so-
Cozpanue u ynpasienue Gota BaTEIAMH KaK C HCIIOJb30-
TIOJTE30BATEISIME H pas- BaHMeM rpaduyeckux o06o0-
PELIEHHSIMHE, (aiiioBble JIOYEK TaK W M3 KOMaHJHOM
CHCTEMBI B COBPEMEHHEIX CTPOKH
OIlEPaIMOHHBIX CHCTE-
Max. Y jajeHre u BoccTa-
HOBJICHUE TTAHHBIX.
Tema 3 [1K-24 Jlaboparopuas pa- | Ymeer pabotath c siypHa-
Jonon#uTtenshble Mexa- bora JIaMH ayJiuTa, HacTpauBarth
HH3MBI 3aIUTEL OLepaln- pasIM4HbBle MEeXaHW3MbI 3a-
OHHBIX cHcTeM. XKypHa- IUTLI B ONEPAIMOHHBIX CH-
JIIPOBAHHE U AYJINT. CTEMax, CKaHMpOBaTL Ha
Bpanamaysp u mexcere- HaIM4Ke ySI3BUMOCTEH
BbI€ 9KpaHbl. CKaHMpoBa-
HHE Ha HAJINYUE YSI3BH-
MOCTER.
Tema 4 [1K-24 JlaGoparopras pa- | Ymeer Bbibupath u ycTa-
OneparuoHHble CHCTEMBI 6ota HABJIUBATh  OTEPALIMOHHYIO
cemetictBa Linux, juc- CHCTEMY B COOTBETCTBHH C
TPUOYTHBBI, CEPBHCEL, TpeOOBAHUAMH 3aKA3UMKA.
3aIIMTa JTAHHBIX

I1K-24 JlaGopatophas pa-

bora

Tema 5 Ymeer OPraHH30BbLIBATEH
Vnanenuslit goctyi B YIOQIEHHBIH  JIOCTYHm, pas-
linux. MexaHu3Mbl cHH- BepThIBATh BeO ceprepa.
XPOHM3AIKH TOTOKOB H
npoieccoB, Beb cepBepht
Tema 6 TIK-24 Jlaboparopnas pa- | YMeer  skcmiiyatmpoBath
Bupryanuzanus Ha 6aze bota YA3BHMOCTH OIEPallHOHHBIX
linux. OcHOBHBIE TPOTO- CHCTEM.
KOJIBI H HX HCIIOJIE30Ba-
Hue Ha Oase linux.
DOpeiMBOPKY ISl CKAHH-
POBaHHS HA YA3BUMOCTH
Tema 7 [1K-24 JlabopatopHast pa- | Ymeer sammimare  0aswl
Docker, xnacrepusanus. oora MauHeIX B linux, pasBeprhbl-
Mexanu3mpl 3amuThH 6a3 BaTh MIAKETHI U3 JIOKep.
JaHHBIX B linux.
Bee temer mstoro ce- | I1K-24 PT'P [TpaxTuyeckas yacts PI'P
MecTpa BBIIOJIHEHA BEPHO.

[IpomexyTotnas aTTeCTalys B IATOM CEMECTPE IIPOBOMTCS B (hOPME 3a9eTa ¢ OLEHKOIH,

2 Meropuyeckue MaTepHAIbI, ONIPeIeISIONIAE TIPOIETYPhI OLEHHBANMS 3HAHMIA,
YMeHHii, HABBIKOB H (HJIH) OILITA AEATE/IbHOCTH, XAPAKTEPH3YIONIHE IPOLIece

(hopMHpOBaHHS KOMIIETEH Ui
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Mertonuueckue MaTepHaibi, ONpeeIsIONHE IPOLETYPHI OLeHHBAHMS 3HAHHI, YMEHHIA,

Tabmuua 3 — Texnomornueckas kapra

HABBIKOB M (MJIH) OIIBITA JIEATEILHOCTH, MPEICTABICHBL B BHE TEXHOTOTHUECKOM KapThI IUCIIH-
e (Tabsuna 3).

HanmenoBanmne
OIIEHOYHOTO
cpencraa

Cpoku
BBITIOJTHEHHS

[lIxana orme-
HUBaHH

Kpurepun
OIICHUBaHUS

5 ceMecTp

[TpomeskyTounas artectanus B popme «3ad ¢ o1y

Jlabopatopubie

pabotei(2  Gaiura
3a pabory, 3a mo-
crenHton 1 6amr)

B Teuenne ce-
MecTpa

35 Ganmos

35 OawioB - CTYACHT NPaBHIBHO
BBIIOJIHAJI NIPAKTHYECKOE 3aaHHE.
ITokasan ornuuHble 3HAHUS B paM-
Kax OCBOEHHOIo y4eOHOro MaTepu-
ana.

20 OawioB - CTYIEHT BBIIOJIHKI
[PaKTHYECKOE 3alaHue ¢ HeOOIIb-
IAMH HETOUHOCTSIMH. TToKasan Xo-
POIIME 3HAaHHUA B pPaMKax OCBOEH-
HOTO y4eOHOTO MaTepuaa.

10 6ammoB - CTYHEHT BBIIOJHHI
TPaKTHYECKOE 3aJlaHue ¢ Cyine-
CTBEHHBIMH HETOYHOCTSMHE. Iloka-
3aJ1 yIOBJIETBOPHTEILHEIE 3HAHWS B
paMKax OCBOECHHOTO yueGHOro ma-
TepHANIA.

2 Qannma - HpH BBINOJHEHHH IIPaK-
THYECKOTO 3ajlaHusi CTYIEHT IpO-
JIEMOHCTPUPOBAI  HEZAOCTATOYHBIH
YPOBEHb 3HAHUH,

0 6anoB - 3a1aHKE HE BBITOIHEHO.

Pre

B konme ce-
MecTpa

15 6amnos

15 0amioB - CTYIEHT TpaBHIBHO
BBIOJMHMI 3amanue. [lokasam ot-
JINYHBIE BJIAJIEHAS] HABBIKAMH IIPH-
MEHEHHsI TOJY4YeHHbIX 3HaHHH U
YMEHHUH IIPU PEIIeHHH MpopeccHo-
HAJIBHBIX 33Jia4 B paMKaX YCBOEH-
Horo ydyeOHOro matepwana. Otpe-
THJI Ha BCE JONOJHUTENLHBIE BO-
TIPOCHI Ha 3aIIHTE.

10 GammoB - CTYJEHT BBIIOIHHI
3ajlanye ¢ HeOOIBIIMMH HETOYHO-
cramu. [lokasan xopoime Biase-
HHSl HaBBIKAMH HPHMEHEHHS TOJTY-
YCHHBIX 3HAHWN M yMEHHH TIpH pe-
LIEHUH TIPO(eCCHOHANLHEIX 3a1ad
B paMKax YCBOSHHOro y4eGHOro
Matepuana. OTBeTHJI Ha GOJILIIAH-
CTBO JIOTIONHMTENBHBIX BOIIPOCOB
Ha 3alluTe.

5 6amioB - CTYAEHT BBHINOJHHI 3a-
MAHKE C CYIIECTBEHHBIMH HETOYHO-
crsmu.  Ilokasan  ymoenetBopu-
TEIbHOE BJIAJIEHHE HABBIKAMH TIPH-
MEHEHHs [IOJIYYECHHBIX 3HAHUH U
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Hgﬁr;;:’:g'?:e Cpoxu IIIxana one- Kpurepuu
BBINOJTHEHHS HUBaHHS OLIEHUBAHUSA
cpeicTBa

YMEHUH 1py pemeHud npodeccHo-
HaIBHbLIX 3a1a49 B PaMKaX YCBOEH-
HOro y4yebHOro Matepwana. Ilpm
OTBETaX Ha OMOTHHUTEILHBLIE BO-
HPOCHI Ha 3aIuTe ObUIO JOIYIIEHO
MHOTO HETOYHOCTEH,
0 GasioB - IpH BBIIOJIHEHHMH 3312~
HHSL CTYIEHT HPOIEMOHCTPUPOBAI
HEIOCTATOUHBIH YPOBEHD BiIadeHHs
HABBIKAMM IIPUMEHEHHUS I10JTyY€eH-
HBIX 3HAHHH M yMEHHH IpH periie-
HUM TIPO(ECCHOHATBHBIX 3a/[a4 B
paMKax yCBOEHHOTO yueGHOro ma-
Tepuana. Ilpu orBetax Ha momos-
HHUTCJIBHBIE BONPOCHI HAa 3allUTe
OBLIO IONMYIIEHO MHOYECTBO He-
TOYHOCTEH.

HUTOTO: - 50 -

Hauion

Kputepuu oreHKy pe3yinsratos o6ydeHnus 10 JUCIUIIIHHE:

0 — 64 % oT MakCHMagbHO BO3MOKHOH CYMMBI OAIOB — «HEYJIOBJIETBOPHUTEILHO»

(HenocTaTOUHBIH YPOBEHb [T IPOMEKYTOUHO ATTECTAIIHH IO JINCIITIAHE);

65 — 74 % OT MaKCHMAIBHO BO3MOXHOM CYMMBI GaUioB — «yJOBIIETBOPHTEIILHOY

(TOpOTOBEI (MHHUMAIIBHELL) YPOBEHE);

75 — 84 % or MaKCHMAaTBbHO BO3MOKHOM CYMMBI GATTOB — «XOPOIIO) (cpemuuit ypoBeHs);

85 — 100 % or MakCHMAaIBHO BO3MOXKHON CYMMBI GaJLIOB — «OTIHYHOY (BBICOKHH (MaKCHMallb-

HBIH) YPOBEHE)

JIOTIOIHATENBHO CTYIEHT JOKEH OCBOMTH Kype «Be3onacHoCTh ONepalHoOHHBIX cHCTeM» Ha

nopraie JIO ®I'EOY BO KuAT'Y

3 TunoBble KOHTPOIbLHBIE 33 AHA HIH HHbIE MATEPHAJIBI, HEOOX0AMBbIE /ISt
OLEHKH 3HAHHI, yMEHHii, HABLIKOB M (H/IH) ONBITA AESTEIbHOCTH, XapAKTepH-
3ylolIHe npouece hopMHPOBAHHS KOMIETEHIHIA B X0/le 0cBOeHHs 06pazoBa-
TeJIbHOH NporpaMMal

3.1 3agaHus 1JIs1 TEKYIero KOHTPOJIsl yCIeBAEMOCTH
3aaHust [UIsl IEPBOTO pas/iesia UCIMIUIMHBI IPeACTaBIeHb! Ha moprae JJO KHATY.
[pumeprbie TeMbl 3ananmit 1151 TaGOPaTOPHBIX PAGOT BBHIIOMHAEMBIX B PAMKAX BTOPOIO
pas/ierna TUCIUILIHHEL
3ananue 1. Yeranosuts ciexyromme OC Linux:
Ubuntu Desktop
Ubuntu Server
Debian (6e3 GUT)
Debian (¢ GUI)
Kali Linux
CentOS (¢ GUI)
FreeBSD

3anmanue 2. HacTpouTh yaaneHueni gocTym Ha Linux:
e RDP
e SSH
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e Telnet

3apmanue 3. Hacrpoiika DNS, DHCP, FTP, NTP & Linux:

IIpomnseectu xondurypanuo DHCP Ha Linux.

I[TpoeMOHCTPHPOBATH IIPOLIECE BBIIAUH aJIPECOB.

Yeranosuts FTP na Linux.

Hactpouts FTP Ha Linux ¢ aHOHHMHBIM JOCTYTIOM

Hacrponte FTP Ha Linux ¢ apTopusanueit

Hactpouts NTP cepsep na Linux

Hactpouts DNS;

I[MpouspecTu nobasieHue He MEHeE TPeX 3anuceil THIa A

IIpu nomomu xomans! Ping nposeputs paGoTocnocoGHOCTs HMEH, 3aNucaHHbIX B

® & & o o o o o o

DNS;
e Hsyunte KoManay nslookup;

3anmanme 4. Hacrpoiika VMware ESXi, XenServer, KVM:
1) VMware ESXi:
e VYcra"oButs VMware ESXi
e Hacrpouts VMware ESXi
e Ycranoeuts onHy Windows cucremy
e VYcranoButh oaHy Linux cucremy
e BrpmomanTs kinoruposanue OC
2) YcraHoBUTE U HacTpouTh XenServer u XenCenter.
e  VYCTaHOBATH 2 BHPTYalbHbIE MAIIHHbI (IOTKHEI IIPHCYTCTBOBATE KAk Linux ch-
cTeMbl, Tak 1 Windows) na XenServer.
e HacTpouTs ynaneHHbI# H0CTYI K YCTaHOBIEHHBIM BM.
3) KVM:
e VcranoBute KVM
e Hacrpouts KVM
e VYcranosuts oy Windows cucremy
e VYcranoBuTh 0aHY Linux crucremy
3anmanue 5. Hactpoiika Apache, Nginx B Linux:
1) Apache:
e VcranoButh Apache
e  OnyOnukoBaTh CTATHYHEI CaifT.
e  Onybnukosars caiit PHP.
2) Nginx:
e VYcraHoBHTH Nginx
e  Ony0OiaMKOBATH CTATHYHBIA CAHT.
e Omny6mmkosars caidT Python.

3ananue 6. Hacrpoiika PostgreSQL, MySQL.,

1) PostgreSQL:
e Ycranouth PostgreSQL
e Coszare BJ
e  3anoaHuTh BJ
e BrmonaHuTts pesepsuposanne BJJ
®  BINOJHHUTE BOCTaHOBIEHHE BJ]

e Hacrpouts npaBa goctyma
2) MySQL:
20



VYeranosute MySQL
Cozpars BJT
3anonauts BJ
BrimonHuts pesepuposanue Bl
Brinosnsute BoctanoBieHue BJI
e HactpouTs npagsa joctyna
3ananue 7. Hacrpoiika Docker. Pa3BepryTs 3 cepBuca u3 KonTeitHepoB Docker.

3ananne 8. Hacrpoiika kiacrepa Ha 6ase Linux. [Tpoiiti xypec NDG Linux Unhachet
NDG Linux Essentials na noprase netacad.com.

Pacuemno-zpagpuuecxan paboma

3a/iaHus Ul BEIMOTHEHHs MepBOil dacTi PI'P npesncTaBieHbl B COOTBETCTBYIOMIEM MO-
nyne na nopraie J{O kype «be3onacHocTh onepanroHHEX cuctem» B pasjene «MTorosas paGo-
Tay.
Ilpumepnivie memot 3a0anuii onsn emopozo pasoeaa PI'P.

Pazo0patb caMoCTOSTENLHO OJ1HY 3 IPeUIOKeHHBIX TeM. OIHCaTh TEOPETHIECKYIO Oc-
HOBY TeMBIL lIpofeMOHCTpHpPOBATE MpaKTHYECCKOE NMPHMEHEHHE TeMbl IIpH HEOGXOMHMOCTH
npenoaaBaTeab GOPMUpPYET JOHOIHHTELHbIE BAPHAHTEL
Temer pabot:
1. Microsoft Exchange Server
2.Microsoft SharePoint
3. Anmunncrpuposanne CXJ[ — FreeNAS
4. AnvuaucTpuposanne Oracle
5. Anmunuctpuposanre MongoDB
6. HacTpoiika rpyIoBeIx HOMHTHK JOMEHHOM cTyx6bI Active Directory
7.11ouToBEIE CepBepa
8. Hactpoiika MapimpyTuzaropa ua Linux.
9.Microsoft Azure
10. Amazon Web Services
11. Hacrpoiika mpotokona SNMP
12. Zabbix
13. Hacrpoiika RADIUS cepsepa
14. Hacrpoiika Git cepepa

BEITONHUTE 0TYET 0 ImpomenanHoil paGote. OGOPMIEHHE JOMKHO GbITh BBIIOIHEHO B COOTBET-
creun ¢ PJ[ ®TBOY BO «KHAT'Y» «TekcroBele crynendeckue padotsi. [Ipasuna opopmie-
HUS.

KonTposibubie Bonpocs! auas samutsl PI'P
Apxutekrypa OC. Pexxum siapa. Pexum moss3oBarers.
MuxkposiiepHas apxuTeKTypa.

BupryaneHble MamuHbL 3alIUTa a7pEecHOro MPOCTPAHCTRA.
Ionarue «nponecey. Co3aanne nporecca i COCTOSHAE MPOIECCOB.
ITousitre «moTok». Peanusaius noToKOB.

MonenupoBanue pexxiMa MHOI03a1a4HOCTH.

Hccnenosanne (aiinoBbix cucreM. KOHTpOIbHBIE CYMMEL.
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8. OpeitMBOPKHM JUIsl OPraHH3ALAA HCCIIEI0OBAHUS OTIEPAIMOHHBIX CHCTEM Ha HAIH-
4Ke YA3BUMOCTEH.

9. MexaHn3MBI MEXIIOTOKOBOTO B3aUMO/ICHCTBHS.

10. MexaHH3MbI MEXKIIPOLIECCHOTO B3aUMOICHCTRHS.

11. Ayt ¥ KypHAIAPOBaHKE B OTIEPALMOHHDBIX CHCTEMAX.

12. Merozonorum cbpoca u MoaGopa mapojei onepanHOHHBIX CHCTEM. Xeruposa-
HME U IIOJIHEIH nepedop.

13. AnropuTMBbl pacrpeieieHUs TaMsTH.

14. Crpanuynasi Opranu3anus HaMsTH.

15. ANTOpUTMEI 3aMeIeHUs] CTPaHHMIL,

16. Ctpykrypa (aiiioBoif cucTeMsl.

17. Metozs! peanuzanuu (aiinos.

18. TloHsiTHS ©KECTKAs CCHLIKA» H «CHMBOMLHAS CCHLIKAY. IMpobnemsr 1 npenmyIne-
CTBa.

19. HenporusopeunBocts (aiiioBoii cHCTEMEL

20. VYctpoiicTBa B KOHTPOJLIEPH] YCTPOHCTB BBOAA-BHIBOIA.

21. YmpasiieHue MOJB30BATENAMH B COBPEMEHHBIX OINEPAIHOHHBIX CHCTEMAX, MO-
nemns HRU.

22. AnmaparHBIC H IPOrPAMMHbIE THTIEPBH30PBL.

23. basbl JaHHBIX yA3BUMOCTEH OMEPalOHHBIX cucTeM. ITpuMepsl pealu3aiuy yss3-
BHUMOCTEH.

24. Ksm-namsre. [IporpaMmuoe oGecrieueH e I1s BOCCTAHOBIECHHAS UHDOPMALHH,

25. TexHOMOTMM CKAaHMPOBaHWsI HA HAIMYHE YA3BAMOCTeH. OCOGEHHOCTH po-
rpaMMHOro obecreueHusl.

26. AnmnapartHble i IporpamMmHubie RAID-MaccHBEL

27. Pasmerka HDD, ¢aitiosas cucrema NTFS.

28. Pasmerka HDD, ¢aiinosas cucrema FAT-32.
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JIncr perucrpauuu uzmenenui k PITJT

KomuuectBo TToamucn
Howmep mpoToxkoiia 3aceqanus kadeapsl,
Jlata yTBepKACHHS H3MEHEHHS N —— paspaboTHER

HM3MEHEeHHUs! PII

04.10.2021 npoTokom No2. 1

Bocnurarensnas paboTa 00yyaromuxcs.

OcnoBanue: @Dedepanvnoiii 3akon om 31.07.2020

N 304-@D3 "O enecenuu usmenenuii ¢ Pedepans-

neiti 3axon "O6 o6pazosanuu ¢ Poccuiickoti @ede-

payuu” no 60RpPocam 80CAUMAanUs 0oyuaouuxcs'

04.10.2021 mpoToxkom Ne2, 1

IIpaxTHyeckas MOArOTOBKA 00YYAIOIIHXCS.
Ocnosanne: [Ipuxaz Munucmepcmesa nayxu u
evicuteco oopasosanus Poccuiickoii @edepayuu,
Munucmepcemea npoceewenus Poccuiickoit @ede-
payuu om 05.08.2020 2. Ne 885/390 "O npaxmuue-
cKoll nodeomogke obyyarowuxcs”
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